Web Browser Session Restore Forensics
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computer forensic examinations

Each session of activity in a Mozilla browser is recorded by the browser so that in
the event of the browser crashing the session can be restored. Session Restore
saves all open windows and tabs, width, height, and position of each window,
scroll position within each scrollable area in each window, history of closed tabs
and windows, cookies, text typed in forms and information to restart downloads.
It is possible to recover multiple versions of this information in order to show a
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previous session.
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Introduction

In a recent examination | came across lots of urls in the unallocated space of a hard drive that were

of interest and which | discovered were part of information recorded by the Mozilla browser to
enableittorestoreauseNQ A & Saa&aA 2y A YAsibke§uenSsehflyrévealzd®e I ONJ & K @
instances of full Session Restore files in unallocated space each of which could be used to show a

snapshot of the browser windows and tabs that the user had open at one point in time; in addition

there were many other fragments of session restore files.

Mozilla Session Restore

The MozillaWiki(1) describes the goals and objectives of Session Restore as
OAfter a forced restart, restore the user's workspace exactly as it was® €
It goes on to state that the data saved will be ¢

All open windows and tabs

Width, height, and position of each window

Scroll position within each scrollable area in each window
Tab histories

Cookies

Text typed in forms
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Restart downloads

The session restore data is saved during the session in a file sessbnstore.jsand is stored on disk as a

serialised JavaScript data structure, sometimes alternatively described as JSON(2) structure. At the

time of writing it is stored as plain text but there is reference on the MozillaWiki to the question as

to whether or not it should be encrypted for privacy reasons. The MozillaWiki also mentioned that
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The sessionstore.jdile is stored in the following location (in Vista)
C:\Users\UserName\AppData\Roaming\Mozilla\Firefox\Profiles\########.default
and is deleted when the browser closes normally.

L KI @Sy Qi ib&iévdittaRhera iKalsitnilarGedzion restore facility in other Mozilla based
browsers like Netscape, SeaMonkey, K-Meleon, Flock and others.

The sessionstore.jdile, in the simplest form, looks like this ¢

({"windows":[{"tabs":[{"entries":[],"attributes":{}}],"selected":1," closedTabs":[]," hosts":{},"width":
"1628","height":"996","screenX":"33","screenY":"24","sizemode":"maximized"}],"selectedWindow":
1," closedWindows":[],"session":{"state":"running","lastUpdate":1262210477090}})
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This is with one window open with no open tabs. The notations(2) used in the file structure are as
follows ¢

An object is an unordered set of name/value pairs. An object begins with { (left brace) and ends with
} (right brace). Each name is followed by : (colon) and the name/value pairs are separated by,
(comma).

An array is an ordered collection of values. An array begins with [ (left bracket) and ends with ] (right
bracket). Values are separated by, (comma).

A value can be a string in double quotes, or a number, or true or false or null, or an object or an
array. These structures can be nested.

A string is a collection of zero or more Unicode characters, wrapped in double quotes, using
backslash escapes. A character is represented as a single character string. A string is very much like a
C or Java string.

A number is very much like a C or Java number, except that the octal and hexadecimal formats are
not used.

In the example above both the name and value are enclosed in quotes but in a case | have examined
from 2008 just the values are in quotes.

The following is a sessbnstore.jsfile where just one window with one tab is open.

({"windows":[{"tabs":[{"entries":[{"url":"http://www.json.org/","title":"JSON","ID":0,"scroll":"0,0"}],"
index":1,"attributes":{"image":"http://www.json.org/favicon.gif"}," formDataSaved":true}],"selecte
d":1," closedTabs":[],"_hosts":{"json.org":true,"org":true,"www.json.org":true},"width":"1628","hei

ght":"996","screenX":"33","screenY":"24","sizemode":"maximized"}],"selectedWindow":1," closed
Windows":[],"session":{"state":"running","lastUpdate":1262210916932}})

In the next example the tab displaying the JSON web page has been closed and a new tab opened to
my web site. It can be seen that the JSON site details are recorded after the "_closedTabs" name.
Following that there is a list of hosts at "_hosts" and closed windows at "_closedWindows" which in
this case is an empty array [].

({"windows":[{"tabs":[{"entries":[{"url":"http://computerforensics.parsonage.co.uk/","title":"Compu
ter Forensics
Miscellany","ID":2,"scroll":"0,0"}],"index":1,"attributes":{"image":"http://computerforensics.parson
age.co.uk/favicon.ico"},"pageStyle":"CSS"," formDataSaved":true}],"selected":1," closedTabs":[{"st
ate":{"entries":[{"url":"http://www.json.org/","title":"JSON","ID":0,"scroll":"0,0"}],"index":1,"attribu
tes":{"image":"http://www.json.org/favicon.gif"}," _formDataSaved":true},"title":"JSON","image":"ht
tp://www.json.org/favicon.gif","pos":0}]," _hosts":{"parsonage.co.uk":true,"co.uk":true,"uk":true,"co
mputerforensics.parsonage.co.uk":true},"width":"1628","height":"996","screenX":"33","screenY":"2
4","sizemode":"maximized"}],"selectedWindow":1," closedWindows":[],"session":{"state":"running"
,"lastUpdate":1262211186521}})
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When more tabs are opened and closed and the pages being viewed are less basic than those in the
examples above the file becomes increasingly complex. Viewing the file in a suitable code editor will
assist by formatting the file into a more readable structure.

Recovering Session Restore files

It is a trivial process to recover Session Restore files. | used the Case Processor File Finder script in
Encase and added a Custom File Type using ({"windows":[{ as the header and :{"state":"running"}})
as the footer. (NOTE: In the case | was examining from 2008 there was no "lastUpdate" name/value
pair. It may require some experimentation to find the exact structure in your case as these browsers
are constantly being developed). There is also an alternative Ostate€ string of "stopped" which | used
in a second Custom File Type as the footer with the same header of ({"windows":[{, however | found
no instances of this in unallocated and the only two live files contained no windows and tab data.
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otherwise your search will not work.

| exported all the recovered Session Restore files as well as bookmarking them.

Examining the Session Restore Files

Depending upon how many files are recovered, you might want to reduce the number of files by
using text strings searches to identify those files that might be of interest.

There is an online JSON Editor(3) where you can paste the contents of a sessionstore.j$ile and it will
build a tree structure displaying the values.

This editor allows for easy editing of json strings, after loading a sample from the
J So N Ed itor dropdown list click "build tree’, expand the tree, didk nodes and start changing!
Also try the xmlZjson functions for quickly converting xml to json.
o weblog © oldversion © comments/suggestions?

El json source | editor | search
=l windows .
= tabs @ type: string -
= entries
-
= title
= D
= scroll
* index
attributes
- pageStyle [¥] autodetect typeOf Save
= _formDataSaved
= zelected
_closedTabs
_hosts
= width
= height
= screenx
= screeny
= sizemode
= selectedWindow
= _closedWindows
session

http://computerforensics.parsonage.co.uk,/

FPath: json["windows'][0]['tabs"][0]["entries"J[0][ url"]
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Allan Hay as also made available his JSON editor program, a single executable which can be used
offline.(4)

It would be a tedious process to examine many recovered Session Restore files using an editor so an
alternative method would be to use the Mozilla browser itself.

| did this using a Session Manager Add-In(5) as it had more functionality than Firefox alone.
The process | used was this ¢

1) Have the folder containing the carved Session Restore files open.

2) Have the C:\Users\UserName\AppData\Roaming\Mozilla\Firefox\Profiles\#####it##.default
folder open.

3) Clear History and Close Firefox.

4) Drag and drop a copy of the first carved file into the \########.default folder and rename it
to sessionstore.js

5) Open Firefox and the Session Manager Add-In will recognise that there is a crashed session
available to restore. The manager will list the number of windows and tabs in the session
and also each web page title and url. Take a screenshot of the Session Manager to record
the details.

Session Manager - Mozilla Firefc

Your current browsing session crashed. Which session do you want to recover?

Restore Windows and Tabs Location
v 4 Window1
Ay http:/ fwww.codeclibrary.com/index.php hitp://www.codeclibrary.com/index.php
Media-Geek.com - The Forensic Multimedia Community  http://media-geek.com/
f: Windows Live Messenger Web Toolkit http://msdn.microsoft.com/en-us/library/dd570035.aspx
|_1'] VMXBuilder.com http:/fvrnxbuilder.com/
@ PuTTY FAQ http:/fwww.chiark.greenend.org.uk/~sgtatham/putty/fag.html

Select All ] ’Selectl'\lone] ’ToggIeSeIection

RecoverSessionl ’ Cancel

6) If required you could restore the session to the browser and see the detail of the web pages
if they currently exist with a live Internet connection. The pages will even be scrolled to the
location that was previously being viewed and the windows will be sized and located as they
were at the time of the session.

7) The Closed Tabs and Closed Windows (if there are any) can be identified via the

Tools\Session Manager menu item.
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Mozilla Firefox
w History Bookmarks Help

c o (B Web Search Ctrl+K ftty/faq.html
D load Ctrl+)
nading page e " /: Windows Live Messenger Web Tool... < | | | VMXBuilder.com
| Add-ons 5
Session Manager 4 Load Session...
Update Scanner Alt+U Save Session...

Java Console Save Current Window... pa

Error Console Ctrl+Shift+) Rename Session... I

1dix A: PuTTY FAQ Page Info Delete Session(s)...
A1 Introduction Monitor with Fiddler » Group Session(s)...

= ALl Whatis] o, oivate Browsing CtrlsShifteP Backuphesions >
A2 Features supports Clear Recent Hist Ctrl+Shift+Delet Open Session Foldi

] ear Recent History... Ctrl+Shift+Delete en Session Folder
= A2.1DoesPu i £ 5
m A2 2DoesPu Options... Session Manager Options

m A 23 Does Pu Advanced Settings

m A 24 Does PulTY support local echo?

m A2 .5 Does PuTTY support storing settings. so I don't hav
m A.2.6 Does PuTTY support storing its settings in a disk file
= A 2.7 Does PuTTY support full-screen mode, like a DOS [aq
= A2 8Does PuTTY have the ability to remember my passw| | | Nottingham Restaurant Awards 2009
® A 29 Is there an option to turn off the annoving host kev py | | Dining Pubs

= A 2.10 Will you write an SSH server for the PuTTY suite.
= A 211 Can PSCP or PSETP transfer files in ASCII mode’

R R e T S SR TR

J WhatDoTheyKnow - file and brow..Information (FOI) requests (1)

Food & Drink : find restaurants ...bs, book a table online - The AA

Clear 'Closed' List...

8) LT GKS aflaid! LIRIFIGSE yIYSk@FtdzS LI AN A& | @F Af
decoded using TimeLord (6) to give the time and date of the session.

Mark Woan has also developed an application to parse out the main parts (but not all) of the

sessionstore.jfile and present it in a more readable format.(7) It can be used to parse all the files in

a single folder when a number of sessionstore.jgiles have been carved fromacase.; a Ay 3 al NJ Qa
application it is possible to pipe all the results into a single file for easier reviewing.
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provide a history of browsing. Where a user has had a single tab open and then browsed to a

number of sites in that tab, each site visited is recorded in a list under that tab in the order in which

the sites were accessed. It is not known if there is a limit to the number of sites that can be listed but

| have observed in one test that there was a list of all of the 22 sites | had visited under one tab. Just

note that the Session Manager does not display this information but MarkQ parser does.

When parsed by MarkQ application the start of the list looked like this ¢

Entries

title : Computer Forensics Miscellany
url : http://computerforensics.parsonage.co.uk/

title : X-Ways Support Forum
url : http://www.winhex.net/

title : Telegraph Fantasy Football 2009/10 = Fantasy Football
url : http://fantasyfootball.telegraph.co.uk/

© Harry Parsonage January 2010
Page | 5



Web Browser Session Restore Forensics

If you have found any sessions that are of interest you may then return to the JSON Editor and the
raw sessionstore.j$ile itself to examine it carefully so you can be satisfied that the Session Manager
or other tool is displaying what you would expect and so that you can explain what is being displayed
should this become necessary.

Further opportunities for research in this area z Internet Explorer 8

A brief examination of Internet Explorer 8 reveals that there is a similar Session Restore feature
available in this browser, which | believe was also available in Version 7 too.

The files relating to the feature are stored in ¢
Windows XP

C:\Documents and Settings\UserName\Local Settings\Application Data\Microsoft\Internet
Explorer\Recovery\Last Active

Windows Vista and Windows 7 in Normal Privilege Mode
C:\Users\UserName\AppData\Local\Microsoft\Internet Explorer\Recovery\Last Active
Windows Vista and Windows 7 in Elevated Administrator Privilege Mode

C:\Users\UserName\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Last Active

N
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The Session restore files are named in the form ¢
{GUID}.dat and
RecoveryStore. {GUID}.dat
= | B |
@\/" C:\Users\UserName\AppData\Local\Microsoftnternet Explorer\Recovery \HighVActs [ || search o]

File Edit View Tools Help

Wy Organize ews v [ Open ~ M E-mail (J Burn
Folders v | Name ’ Date created Date medified Type
IdentityCRL =~ | | |{B3A107AD-F6D1-11DE-BCCO-005056C00008}.dat 01/01/201012:32 01/01/201012:32 DAT File
. Internet Explorer | |{B3A10TAE-F6D1-11DE-BCCO-005056C00008 ). dat 01/01/201012:32 01/01/201012:32 DAT File
. Recovery m || {BAD5FE29-F6D1-11DE-BCCO-005056 COD00E]. dat 01/01/201012:32 01/01/201012:32 DAT File
. High ~ | | RecoveryStore/B3A107AC-FSD1-11DE-BCCO-005056 CO0008 . dat 01/01/201012:32 01/01/201012:32 DAT File
{1 Active
i L Last Active - [ e D
{B3A107AD-F6D1-11DE-BCCO-005056C00... DAT File Date modified: 01/01/2010 12:32 Size: 11.0 KB Date created: 01/01/2010 12:32

F OGADS amki&el TAE S& |

y 2 N
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{GUID}.dat file references each of the individual {GUID}.dat files. The individual {GUID}.dat files
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appear to contain the details of each tab but are in binary format and so not as readily understood

as the Mozilla equivalents. The screenshot below shows one of the data streams in a {GUID}.dat file.

4 Structured Storage Viewer - [{BAOSFE29-F6D1-11DE-BCCO-005056C00008}.dat]
da. File Element PropertySet Decoders Windows Help

44 {B3A107AD-F6... 43 {BIA107AE-F6... |43 {BADSFE29-F6... |44 RecoveryStore...

=@ {BAOSFE29-F6D1-11DE-BCCO-005056C00008}. dat
{0BO02524.-80 48-40 0B-B 343-7B 79557F 28961

j TravelLog

As HEX | AsText |~ AsPicture | AsRTF [ asHTML |

0=010
0=020
0=020
0x040
0=x050
0=z060
0=070
0=z080
0=090
0=040
0=0B0
0=0C0
0=0D0
0=0ED
0=0F0
O=z100
0=110
0=120
0=130
O0=140
0=150
0xl60
0x170
0xl180

FEFF
nooo
488D
001
nooo
o400
nooo
1200
1200
£200
7700
500
7300

oooo
oooo
0B4D
oooo
oo&on
oooo
oooo
oooo
oooo
7400
7700
2E00
6500

0e0n
oooo
B349
nsoon
4000
sooo
oooo
oaos
oooo
7400
2E00
6300
6100
500
4C00
4400
3500
EF00
7400
7800
aL00
7200
6800
2B00
6000

nzoo
nooo
7B79
nooo
nooo
nooo
nooo
oooo
oooo
7000
£700
EF00
7200

oooo
o1oo
9e7F
o1oo
nzoo
0300
nzoo
1200
1F00
3400
&F00
2E00
6300

oooo
oooo
2B96
oooo
oooo
oooo
oooo
oooo
oooo
2Fon
EF00
7800
£800

nooo
2425
2000
ae0o
4800
Se0o0
BOO4
0soo
2000
2Fon
£700
=0}
aFo0
apoo
£C00
2800
£300
at0o
£500
7200
6200
4200
4C00
6900
apbon

o -
F e R T R

Pk = TS IR
e O BE 20 N

Ell o =]
= =l B e B I SRS S

D -2+ =0 od @l 085
0rx<OD0wON0FHOET
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When the user has suffered a browser crash the next time Internet Explorer is opened the user is

given the following option.

Windows Internet Explorer Lth

Your last browsing session closed unexpectedly

< Restore your last session
Reopens all tabs that were open when your browser
closed.

% Go to your home page

Chood Ay3d aNBaidz2NB

e2dzNJ I
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/€ Blank Page - Internet Explorer provided by Dell -

() [&] aboutblank mm

File Edit View Favorites ELIEN Help

i Favorites | 5 m Micros Delete Browsing History... Ctrl+Shift+Del
@ Blank Page InPrivate Browsing Ctrl+Shift+P

= Diagnose Connection Problems... —

Reopen Last Browsing Session

InPrivate Filtering Ctrl+Shift+F
InPrivate Filtering Settings

Pop-up Blocker »
SmartScreen Filter >
Manage Add-ons

Compatibility View

Compatibility View Settings

Subscribe to this Feed...

Feed Discovery 4
Windows Update

Developer Tools F12

Fiddler2
Create Mobile Favorite...
Send to OneNote

Internet Options

ltshouldbeLI2 8&8A 06t S (2 SEIFYAYS | dzda SNIDA recodly dids Rodzd 06 NP & &

thesuspS OGO YIF OKAYS |yR LI OAYy3a GKSY Ay GKS | LILINE LINA
Alternatively this could be done using the suspect computer running as a Virtual Machine.

In principle it may be possible to search for compound files in unallocated space and carry out the
same process as suggested for Mozilla but the likelihood of success will be considerably reduced. It
will no doubt be possible to recover artefacts of the {GUID}.dat files and draw some conclusions
from these.

Opera Browser

| checked the Opera browser and found this too had a Session Restore facility stored in a raw text
file - autosave.win with a backup file autosave.win.bak

F C:\Users\user\AppData\Roaming\Opera\Opera\profile\sessions 1T Ty
T

QU‘/ I , C:\Users\UserName\AppData'\Roaming\Opera\Opera\profile\sessions
File: Edit View Tools Help

Organize v 13 Views v (€)Bun

Favorite Links Name ] v] Date modified I v| Type | v| Size | v]
|| autosave.win 30/12/2009 14:53  WINFile 10KB
1% Computer |_|autosave.win.bak 24/04/2009 08:56  BAK File 5KB
Desktop
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The both files are located in the same folder ¢

XP

C:\Documents and Settings\UserName\Application Data\Opera\Opera\sessions
Vista

C:\Users\ UserName \AppData\Roaming\Opera\Opera\profile\sessions

The files contain similar details to the Mozilla files and are much easier to read.
The file looks like this ¢

Opera Preferences version 2.1
; Do not edit this file while Opera is running
; This file is stored in UTF-8 encoding

[session]
version=7000
window count=4

(1]

x=100

y=100

w=700

h=500

state=2

restore to state=2
id=173

parent=0

[2history url]

count=1
O=http://www.amazon.co.uk/?ie=UTF8&%2AVersion%2A=1&tag=operasoft-
21&link_code=hom&%2Aentries%2A=0

[2history document type]
count=1
0=6

[2history title]
count=1
0=Amazon.co.uk: Low Prices in Electronics, Books, Sports Equipment & more

© Harry Parsonage January 2010
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[4history url]
count=1
O=http://computerforensics.parsonage.co.uk/

[4history document type]
count=1
0=6

[4history title]
count=1
0=Computer Forensics Miscellany

[4history scrollpos list]
count=1
0=0

Safari v4

Following my initial version of this paper Dc 1743 has added some Apple Mac related information on
his blog(9) -

For Safari v4he last session information is contained in a file entitled LastSession.plist
In Mac OSX 10.6 this file is stored at /Users/<user name>/Library/Safari

In XP this file is stodeat CiDocuments and SettingsUser namevApplication Dat®Apple
ComputetSafari

I use the mac applicatiorproperty list editor to review plists, there are windows applications to do
this as well.

Firefox v3.5.6 running in Mac OSX 10.6

The sessionstorje.file is stored at /Users/<User Name>/Library/Application
Support/Firefox/Profiles/XXXXXXX.default

If anyone has any comments, suggestions or updates regarding this topic please contact me by
email.

computerforensics@parsonage.co.uk
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