The Meaning
of

Linkfiles I n Forensic E<aminations

A look at the practical value to forensic
examinations of dates and times and
object identifiers in Windows shortcut
files.
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Introduction

I have alwaysonsideredhat there should be some forensically useful conclusions that could be

drawn from the different dates and timesssociated with Windows Shortcut Filesferred to here

as linkfiles).! O2YY2y NBIdzSad G2 +y SEFYAYSNI YAIKG 685
GASBESR GKAA FALS | ¥F;iné aich of this papesis tdaBsSvgr thguestoyf &nd | RS R ¢
at the same time provide other related information that will be of practical value in computer
examinations

G «

Eachink file has its own Createdylodified and Accessed dates and within edicik file there are
Created Modified and Accessed dates whiblelongto the targetfile. In addition if the target file
still exists on the medjdhat file has its own three dates.

The purpose of this paper is to explore how these nine dates relate to each other and what
conclusions can be drawn from the relationshipatthxist. The reader is invited to participate in the
development of this paper by carrying dieir ownexperiments and reporting the results back to
the authot.

The only link files referred to in this paper are those which linlketentfiles (as opposed to Internet

Shortcuts)¢ KSasS fAy]l FTAfSa N8B daASR 2y GKS daé wSOSyi
Vista.They are to be founth the following locations,

WindowsXP

\Documents and SettingdserNamg&Recent and
\Documents an&etting§UserNameApplication DataMicrosoff\ Office Recent

WindowsVista
\User§UserNam&AppDatdRoamingMicrosofit Windowd Recent and
\User§UserNam&AppDatdRoamingMicrosoft Office Recent

In addition to the dates within link files thereay belLink Traking informationrembedded iralink
file which can provide information about thegiging historyandmovement of the target file.

The file system observed has been NTFS.

Note on Experiments

I would be interested to receive comments on this paper tadresults ofanyexperiments thatou
have conductedo test the following observations

Any experiment will require you to captuflg the file metadata for the target file prior to it being
accessed, followed ) the content of the link file itself aftethe accessi 2 ISUKSNJ g A G K (KS
metadata, and finally) the metadat of the target file after it has been accessed.

Youshouldexplainhow you have ensured the experiment is forensically scamdithe version of
the Windows OS.
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Note on File Dates and Times

In forensic terms Accessed Dates are often of little value as a change does not necessarily mean the
file has been accessed by the user.

TheNTFS file system delays updates to the last access time for a file by up to 1 hour after the last
accesgl). Updates to the last access time can actually be switched off using the command line tool
fsutil (2) or by manually setting the value tife registry entry folNtfsDisableLastAccessUpddb 1.

In Vista the defaulvalue is set to 1L{@ast Accessedisabledwhereas in XEefault isO (enabled)
According to Microsoftl) aTimestamps are updated at various times and for various reasons. The
only guarantee aboua file timestamp is that the file time is correctly reflected when the handle that
makes the change is closédt is not cleawhat NtfsDisableLastAccessUpdaietually means,
according toTechNetin one instance the value 6fis defined to mean,

aupdates the lashccessed timestamp of a file whenever that file is opeded
and inanother,

awhen listing directories, NTFS updates the-kstess timestamp on each directory it detects, and it
records each time change in the NTFS¢log

In reality itappears to be a combination of the two.

| have seen numerous referendesforensic papers and presentatiottsthe effect ofthis registry
change in Vistancludingone comment thatiNtfsDisableLastAccessUpdate is nqwtich means
no last access timeap will be written at afl ®

Disabling last access updatees notmean that the Accessddate onfiles does not get updatedt

all; it means that it does not get updatexh directory listing or file openindput last accessed can
sometimes be updated wheafile is modified and is updated when a file is moved between

volumes¢ KS SEI Ol O2yRAGAZ2Yya dzy RSNJ 6 KAOK I+ FAfSQa
unclear;it appears to vary depending upon file type andibe applicationused to modify theife.

When references are made to XP or Vista below it is in the context that in XP
NtfsDisableLastAccessUpdadalisabled and in Vista it is enabled.

Some general notes on Link Files

In Vista the Recent List of documents on the Windows Start Menu caleded by rightlicking
Recent Items and selecting Clear Recent Items.
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Documents

Explore

Scan with Sophos Anti-Virus
[ 0 WinZip 3
Q Expression Media Import

Contro i i
Control Restore previous versions

Default | Send To »

Copy

Properties

The option to store and display a list of recently opened files is in the Start Menu properties under
Privacy.

.
4 Taskbar and Start Menu Properties | 8|

| Taskbar | StartMenu | Notification Area | Toolbars |

@ Start menu Customize, ..

This menu style gives you easy access to your
folders, favorite programs, and search.

\';Z- Classic Start menu Customize. ..

This menu style gives you the look and
functionality of previous versions of Windows.

Privacy
| Store and display a list of recently opened files
Store and display a list of recently opened programs

How do I change the way the Start menu looks?

J [ cancel ][ aopy

oK
— ———— = ———

Customize Start Menu

| General | Advanced |

Start menu settings
Open submenuz when | pause on them with my mouse

Highlight newly installed programs

Start menu items:

[ Contral Parel

() Display a3 a link

() Display a3 a menu

(D Dan't digplay this item
Enable dragging and dropping

[ Favarites menu
[ Halm simd Sommart

Sl

| £

Recent documents

Select this option to provide quick access to the documents you
opened most recently. Clearing this list does naot delete the documents.

Ligt ry mozt recently opened documents Clear List

[ oK J[ Cancel ]
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The dove settings can be examined in the windows registry at
HKEY_CURRENT_USBERvara Microsoft Windows CurrentVersiohExplorekAdvanced

In XP

Start_ShowRecentDoes0indicatesthe optionto list Recent Documenis unchecked
Start_ShowRecentDoes2indicatesthe option is checked

In Vista

Start_ShowRecentDocs 0 andStart_TrackDocs Oindicatesthe option is unchecked
Start_ShowRecentDogcs 2 andStart_TrackDocs lindicatesthe option is checked

Recent items are created whem application calithe Windows Shell Function
SHAddToRecentDoc§B). Windows itself calls thisnctionin certain cases, when activating a file in
explorer,andwhen using the file open and save dialégy application canall thisfunction and add

a file to the Recent Items lidt.is possible to clear the Recdiemslist by calling
SHAddToRecentDocs() witte pv parameter set taNULL

A registry setting can be used to prevent members of a file class being added to the Recent Items

list. An EditFlags valug&0010000@an be set for the file association ProgID key in

HKEY_CLASSES ROOT. For example, it is likely that you will find that the ProgID key for the .msc file
at HKEY_CLASSES Rm@€&XTile looks like this,

Marne Type Data
ab I:Default] REG_SF Microsoft Common Console Docurmnent
%o/ EditFlags REG_DWORD 000100000 (1048578)

ab|FriendlyTypeMame  REG_EXPAMND_SZ @%5ystemPoot ¥\ systemn3 2 mmecbase.dll, -130

So if you were to open s@ces.msc for example, this setting prevents it appearing in the Recent
Items list. Change the value to zero and services.msc will appear on the Recent ltems List when it is
opened.
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Observation One

When a target file ispenedand a link file is createdhe created date of the link fillemainsthe
date that target file was first accessddring the lifetime of that link filelf the target file impened
subsequentlythe Created Datef the link file remains the same

The fdlowing example illustrates this observation.

Here are the properties of a link fjlaote the
Created Date 13/07/2008 17:38:30

These are the properties of the sariek file
after the targetfile hasbeenopenedseveral
times. The Created Datis unchaged.

Mame squad_selector_66:x66.gif.Ink Mame squad_selector_66:66.gif.Ink
File Class Regular file File Class Regular file

File Size 555 File Size 639

Date Accessed 13/07,/2008 17:38:30 Date Accessed 13/07,/2008 17:54:47

Date Created 13/07/2008 17:38:30 Date Created 13/07,/2008 17:38:30

Date Modified 13/07/2008 17:38:30 Date Modified 13/07/2008 17:54:47
Encrypted O Encrypted O

Compressed O Compressed O

Observation Two

Once a link file has been created for a target file with a given filendor@)g the lietime of that

link file, if another target file of the same name is accessed from a different location, the original link
file for that given filename is update@bservation Onapplies and the Created Date for the link file
remains the same.

The link file name anthe Created Bte are the only artefacts from the original link file, all the
internal detailof the link fileis overwritten,and itappears from observation that the same MFT file
record is used.

Observation T hree

At the timeatargetfile is openedhe Created, Accessed ambdified dates of the target filare
read and storedvithin the associatedink file at offsetOx1C. Each date is recorded in the FILETIME
data type(1)in 8 bytes The dates are in the order Creates;cessedyiodified.

The following shows the Created Dabedded in the link file

00228806656 4C 00 00 00 01 14 02 00 00 00 00 OO0 CO 00 00 00 L A JTETOTEITL:
00228806672 00 00 00 46 9B 00 00 00 20 00 00 00 DO 1F 9& C3 Fi N qﬁ
00226806688 CB E5 C& 01 80 29 13 74 CC E5 CB 01 80 2C D0 B7 E3E 1) =ziak n.p. | FILETIME: 14/07/2008
00228806704 CB ES C8 01 42 1F 00 00 00 00 00 00 01 00 00 00 E&E B 1E:07.50

Observation Four

TheModified Dateof the link file represergtthe time when the related target file was last opened
(as opposed tavhen it wasclosed)
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Where the Created, Accessed avddified dates of the link file are the same, this indicates that the
target file has not been opened since that time.

In Vista the Modified and Accessed times will always be the same as when the link file is modified
the Acessed time always gets updated. In XP the Accessed time could be different to the Modified
time.

Observation Five

Whereanewfile has beercreated in an application and then saved fropraitd a link file has been
created, the link file will not contaiany embedded dates relating to the target file.

The following shows the start of such a link file with no embedded dates.

000|4c 00 00 00 01 14 02 00-00 00 00 00 cO 00 00 OO|L----vvvv--- A---
010|00 00 00 46 9b 00 28 00-00 00 00 00 00 00 00 00| ---F--(--vvvv---
02000 00 00 00 00 00 00 00-00 00 00 00 00 00 00 OO ---v-vreeereeens
03000 00 00 00 00 00 00 00-00 00 00 00 01 00 00 OO ---vvvrerencnnnn
040|00 00 00 00 00 00 00 00-00 00 00 00 90 00 14 00| ---vvvvvevnnnnnn
050 |1f 44 47 1a 03 59 72 3f-a7 44 €9 c5 55 95 fe ¢6b -DG--Yr?§D~AU~bk
06030 ee 20 00 00 00 la 00-ee bb fe 23 00 00 10 00(0% ----- inb#----
070 (30 81 e2 33 le 4e 76 46-83 Sa 98 39 Sc 3b c3 bb|0-&3-NvF-Z-9\:A»
080|00 00 Sa 00 32 00 00 00-00 00 00 00 00 00 80 00| --Z-2-----------
090|76 €7 61 30 32 73 éd 2e-6a 70 €7 00 40 00 07 00|vga02sm.jpg-@---

The samayenerallyapplies where a picturdor exampleis saved from a web page by right click,
Save Picture As.

It has been olerved that while this appears to be the general case there have been instances where
a filehas been saved inoth ways described abovand the link file has contained embedded dates.

This certainly happens when a new file is saved with an exi#éingme overwriting the original file.
In these circumstances the link file embedded dates will be taken from tisérexfile that is
overwritten.

Wherea picture has been saved atitere are no embedded dates in the link file, if it is
subsequently opeed the link file wilthereafter contain embedded dates.

The definite exception to th®bservation Fives in the case of files saved by Microsoft Office

applicationg2003 & 2007)When a file is created in an Office application and it is first savetk a

TAES Aa ONBIFGSR Ay 020K (KS dzane NRfieiniea Ocgi T2 RSN
Recent folder appears from observation to always contain embedded dates when it is first created

but the one in the Recent folder contains no embed dates

The conclusion to be drawn from Observation Five is that if a link file does not contain embedded
dates that target file has not been opensihce the link file was created. The converse is not
necessarily true but the content of the embeddedetmwill be an indicator, i.e. if they asdmost
contemporaneous with the link file Created, Accessed Modified then the target file has not been
opened since the link file was created.
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Some Practical Examples

Example One

This on a Vista Operatings$em.

This file was a picture on a web page, it was viewed in the web page, the user has right clicked and
{1 @S t AQGdzNB ! aXX FyR GKSy al @SR (2 aeé tAO0(dzaNBad

Temp Int Filg 6666[1].jpg Target File; 6666.jpg LinkFileg 6666.jpg.Ink
- Created | 13/09/2008 10:17:00 | ® | Created | 13/09/2008 12:42:29 | — Created | 13/09/2008 12:42:29
Modified | 13/09/2008 10:17:00 | - Modified | 13/09/2008 10:17:00 Modified | 13/09/2008 12:42:29
Accessed| 13/09/2008 10:17:00 Accessed| 13/09/200812:42:29 Accessed| 13/09/2008 12:42:29

°  The internal dates of the link file are zero bytes.

000 |4c 00 00 00 O1 14 00-00 00 00 00 e0 0O
00-00 00 00 00 OO0 00
00-00 00 00 00 00 00
00-00 00 00 00 01 00
00-00 00 00 00 &8 00
3f-a7 44 89 o5 55 95
00-ee bk fe 23 00 00 01

46-83 5a 98 39 5c 3b c3 bb|0-33 WvF-Z-9\;i»
00-00 00 00 00 OO 00 &0 00| --R-2-----------
&7-00 00 3a 00 O7 00 04 00 |&6666.Jpg--+-----

[=]
[X]
=1
[=]
=]
=]
[=]
=]
=]
=]
=
[=]
=]
=]
[=]
[ )

[=]
o
=1
w
=1
m
m
(]
[=1
=]
=
[=]
=]
[=]
[=]
-1 =

== T e = X

090 |36 36 36 36 2e 6a

- | The picture has been downloaded as part of the web pagelamthreefile datesare thesame.

- | TheTarget Modified Date shows the time it was lagtdified on this computer when it was
saved in the cache on initial download.

® | The Target Created Date shows the date the file was saved in My Pictures, the gap in tim
the Modified Date is the difference in time from when it wisplayednitially in the web page
to when it was saved in My Pictures.

The Link File three dates are when the Target File was saved in My Pictures.

The internal dates of the link file are all zero bytes and tbggether with , indicate the file
has not been opeed since saving.
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Example Two

The following is found when the picturesabsequently openeih a viewerapplication;this might

be a common scenario in an investigation.

Internal Llnk Flle Dates i;z:f‘iooa 12:42:29 ?;f’;;;%ﬂs 12:42:29 :’;:Z:’EZ?JUS 10:17:00
+ Created | 13/09/2008 12:42:29 i
Modified | 13/09/200810:17:00 L an ad 2e
Accessed| 13/09/2008 12:42:29 ¢
Temp Int File; 6666[1].jpg Target File; 6666jpg Link File 6666jpg.Ink
— | Created | 13/09/2008 10:17:00 | ® | Created | 13/09/2008 12:42:29 Created | 13/09/2008 12:42:29
Modified | 13/09/2008 10:17:00 | - | Modified | 13/09/2008 10:17:00 Modified | 19/09/2008 19:57:39
Accessed| 13/09/2008 10:17:00 Accessed| 13/09/2008 12:42:29 Accessed| 19/09/2008 19:57:39
- | 13/09/2008 10:17:00 | The picture has been downloaded as part of the web pagetlzathree
file dates are thesame.
- | 13/09/2008 10:17:00 | The Target Modified Date shows the time it was last modified on this
computer when it was saved in the cache on initial download.
® | 13/09/2008 12:42:29 | The Target Created Date shows the date the file was saved in My Pictd
the gap in time from the Modified Date is the difference in time from wh
it wasdisplayednitially in the web page to when it was saved in My
Pictures.
| 13/09/2008 12:42:29 | The Link Fil€reated datés when the Target File wdsst accessedh My
Fictures.
° | 19/09/2008 19:57:39 | The Modified and Accessed dates of the link file reflect the last time the
the Target File wagpened
+ The Internal dates in the Link File are the same as the Target File date
this shows that it has not beanodified the last time it was accessed.
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Example Three

In the following case the Target File has been edited.

Internal Link File Dates 000[4c 00 00 00 01 14 02 00-00 00 00 00 cO 00 00 00|L-- Ao
010 |00 00 00 46 9b 00 28 00-20 00 00 00 dO 4d da 2e|---F--(- ---DMD.

Created | 13/09/2008 12:42:29 020|ge 15 c8 01 bl Se 5 di=5a ib 8 01 21 52 cb dl |- -E-:Afiz -E - 1RER

Modified 20/09/2008 19:55:23 030|52 1b c8 01 63 2d 00 00-00 00 00 00 01 00 00 00|Z-E-i--vvvvv-v--

04000 00 00 00 00 00 00 00-00 00 00 00 88 00 14 00

. . 050|1f 44 47 1a 03 58 72 3£-a7 44 29 c5 55 95 fe 6b|-DE--¥r28D-AU bk
Accessed| 20/09/2008 19:55:23 060 (30 ee 20 00 00 00 la O0-ee bb fe 23 00 00 10 00|01 ---Inpg----

070(30 81 e2 33 le 4e 76 46-23 Sa 98 39 Sc 3b c3 bb|0-33 NvF-Z-9%:Es
080 (00 00 52 00 32 00 &9 2d-00 00 34 39 ec 9e 20 00(--R-2-i---49i- -
09036 36 36 36 2e 6a 70 67-00 00 3a 00 07 00 04 00|6666.Jpg--:-----

Temp Int File 6666[1].jpg Target File; 6666jpg Link File 6666jpg.Ink
- Created | 13/09/2008 10:17:00 | - Created | 13/09/2008 12:42:29 | ® | Created | 13/09/2008 12:42:29
Modified | 13/09/2008 10:17:00 | + | Modified | 20/09/200820:01:59 | ° Modified | 20/09/2008 20:01:31
Accessed| 13/09/2008 10:17:00 Accessed| 20/09/2008 20:01:59 Accessed| 20/09/2008 20:01:31

- | 13/09/2008 10:17:00 | The picture has been downloaded as part of the web pagetlamthree
file dates are the same.

- | 13/09/2008 12:42:29 | The Target Created Date shows thate the file was saved in My Pictures

® | 13/09/200812:42:29 | The Link Fil€reated datés when the Target File wdist accessed.

20/09/2008 19:55:23 | The Link File internal Modified and Accessed Dates reflect the Target R
properties at the time the Target File was lapenedand show it was
modified at 19:55:23.

° | 20/09/2008 20:01:31 | The Modified and Accessed dates of the link file reflect the last time ths
the Target File wagpened

I+

20/09/2008 20:01:59 | The Target File Modified Date shows that the file was modified after it v
last opened.
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Link Tracking and ObjectlDs

(4) The Distributed Link Tracking Service maintains its link to an object by usingeanidéntifier
(ObjectD). An Obijectls an optional attribute that uniquely identifies a file or directory on a
volume. An index of aDbjectlDds stored on the volume. Rename, backup, and restore operations
preserve object IDs. However, copy operations do not pres@hjectl3, because that would

violate their uniquenesbjectIDs ar@ot maintainedon FAT systems or removable media.

A FileLocatiof®) describes the location of a file at some point in time, it is made up of a VolumelD
and an ObjectlDand bothare 16 bytes in length. The systeradps track of files that are moved and
so a PreviousFileLoadati(4) in the same format can be store@ihe low order bit of a VolumelD must
be zero, thus yoshouldalways find that the VolumelD is an even number.

On NTFS when a file is opened and a Link File is créate&ileLocationare embedded at the end
of the Link File. The last four bytes of the Link File are zero and the 64 preceding bytestaantain
FileLocationsThe two are the same unless a file has been moved between two NTFS volumes.

This is a typical example,

130|100 a0 58 00 00 00 00 00-00 OO0 &6 &5 72 &7 75

1| Ll
e
[
m

Lo
e
m

7
140 (&d &1 &3 &c 65 69 64 65-00 00 (32 6c la 42 40 27 |macleide--:1-BE"
150 |96 45 aa bd 16 21 72 94-df 12 |92 1a 55 50 81 &8) -E*%-'r-B---UF
160 |[dd 11 b& b3 00 14 09 16-60 c9|[3a 6c la 42 40 27|%¥-,7----"E:1-BR’
17096 45 aa bd 16 21 72 94-d4f 12 |92 1a 55 50 81 88| -E*%-!r-B---UPF--
180 |jdd 11 k& b3 00 14 09 16-60 9|00 00 00 OO I

Fl

The 16 bytes starting 3a 6¢ 1a is W@lumdD of the volume where the file resides. The next 16
bytes starting 92 1a 5&rethe ObjectID of the file.

The ObjectID of the volume can be found in the $Volditeein the OBJECT _ID attribute 40 00 00
00. Theattribute, shownbelow, is0x28 in lengththe data streams 0x10 in length andtarts at
attribute offset 0x18

Oc 00 00 00O OO OO 00 00 07 03 24 00 56 00 eF OO0 S Vo
BC 00 75 00 6D 00 65 00 40 00 00 00 28 00 00 00 1 ume @ [

oo oo 00 o0 00 OO0 Oe OO 10 OO OO OO0 1 00 OO0 OO0

54 DE GC BC CE GF OE 40 A0 9E 83 AR 95 78 91 Bf Tk Mdfo @ 1121x°1

The ObjectlID of the file is found in the same wathe MFT record for the file (shown in the
following illustration).
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4@ 49 4C 45 30 00 03 00 CD 00 OB 59 02 00 00 00 FEILED T ¥

S4& 00 02 00 38 00 01 00 OO0 02 0O OO0 OO0 04 0O 00 Z2 g

o0 00 00 OO0 0O 0O OO0 OO 05 00 0O OO0 8C E4 00 00 12
02 00 47 11 00 0O 00 00 10 OO0 0O OO0 &0 0O 0O QO G

o0 00 00 OO0 0O 0O OO0 OO 48 00 0O OO0 18 00 0O QO H

F1 77 99 23 59 1B C9 01 FD ES 43 61 BB 19 C9 01 HRwl#Y E $&Can E
7D 60 EA 97 &b 1C C9 01 5D 12 Ea 97 A& 1C C3 01 } &1z E ] &12 E
20 00 00 OO0 00 0O 00 00 OO0 OO0 00 00 OO0 00 00 00

o0 00 00 OO EB 02 00 0O 00 OO0 0O OO0 OO0 0O 0O 00 =

4% D? DO 54 00 0O 00 OO0 30 00 0O OO0 78 00 00 00 @xBE 0 H
o0 00 00 OO0 0O 0O O3 00 GSA& OO0 0O OO0 18 00 01 0O z

FF 23 00 00 00 00 O 00 5D 12 EA 97 A& 1C C9 (01 ## 112 E

SD 12 EA 97 Ak 1C C9 01 5D 12 EA 97 & 1C C3 01 ] &12 E ] é12 E
SD 12 EA 97 & 1C C9 01 00 20 00 00 00 00 00 00 ] &1 E
a0 oo 00 00 OO0 0O 00 00 20 0O 0O OO0 OO OO 00 00

0C 02 4C 00 4F 00 47 00 4F 00 2D 00 57 00 7PE 00 LOGo-w~
31 00 2E 00 47 00 49 00 46 00 g6 00 00 00 0O 00 1 GIFI{

30 00 00 OO0 78 0O OO OO 00 OO0 DO OO0 OO0 OO 02 00 @ -4

5C 00 00 OO0 18 0O 01 0O FF 23 00 00 OO0 0O 06 00 ~ hida

SD 12 EA 97 &b 1C C9 01 5D 12 Ea 97 A& 1C C3 01 ] &12 E ] &12 E
SD 12 EA 97 &b 1C C9 01 5D 12 Ea 97 A& 1C C9 01 ] &12 E ] &12 E
o0 20 00 OO0 0O 0O OO OO 00 OO0 0O OO0 OO0 0O 0O Q0

20 00 00 OO0 00 0O 00 00 0D 01 eC 00 6F 0O &7 0O log
6F 00 2D 00 77 00 69 00 64 00 65 00 2E 00 67 00 o-wide . g
69 00 66 00 00 0O 00 OO 40 OO0 0O OO0 28 00 0O 00 4 f @

o0 00 00 OO0 OO 0O O4 OO 10 OO0 0O OO0 18 0O 0O OO

92 14 55 50 81 88 DD 11 B8 B3 00 1D 09 16 60 C9 ~ URIY @ ‘E
890 00 00 OO0 48 00 00 OO 01 OO0 0O OO0 OO0 OO 01 00 1 H

o0 00 00 OO0 0O 0O OO0 OO 01 OO0 0O OO0 OO0 0O 0O Q0

40 00 00 OO0 0O 0O OO OO 00 20 0O OO0 OO0 0O 0O 00 @

46 16 00 00 00 0O 00 00 46 16 0O OO0 OO0 0O 0O QO F F

31 02 14 9B 04 00 00 00 FF FF FF FF 82 79 02 00 1 1 FFFVIY

On a livecomputer he ObjectIDs of a file can be queried using the command line tool dsutil
fsutil objectid query logwide.gif

Object ID : 921a55508188dd11b8b3001d091660c9
BirthVolume ID : 3a6c1a4240279645aabd16217294df12
BirthObjectld ID : 921a555081&811b8b3001d091660c9
Domain ID : 00000000000000000000000000000000

The Domain ID will always be ze®it is currently unusda).

In the following example of a Link File theginal Target Filabovehas been moved ém one NTFS
volume to anotheion the same computeiThe File ObjectID is retained but the Link File shows the
VolumelD of the volume to whidhe file has been moved.

Mew YVolumelD
200 |00 ﬁéﬁ;B 72 67 75 73 éd-€1 &3 &c €5 &9 65 00| -ferguamacleide -

72 73 64
210|00([54 de S5c bc ce GFf Oe-40 a0 9e B3 aa 95 78 91| -Thyuie.f -2 .x.
220 |b6&)|92 1la 55 50 81 BE& dd-11 b& b3 00 1d 09 16 &0 ']]--T.TP--&"-_’----'
230/ col[3a 6c 1a 42 40 27 96-45 aa bd 16 21 72 94 AflE:1-BE' -E%.!p B
2 12)/92 la 55 50 81 88 dd-11 b8 b3 00 1d 09 lé 60| -T.TI-‘--&"-_’----'
0les 00 00 00 00 . iy

Birth File ObjectiD Birth YolumeID

If fsutil is used to query the file now the following result is seen

Object ID: 921a55508188dd11b8b3001d091660c9

BirthVolume ID : 3b6cl1a4240279645aabd16217294df12
BirthObijectld ID : 921a55508188dd11b8b3001d091660c9
Domain ID : 00000000000000000000000000000000

It does not report the ObjectID of the current volume on whicé file resides buit can be seen
that the BirthVolumelD now starts 3b where it was previouslyA&amentioned earliethe low order
bit of a VolumelD must be ze(8a=111010); this bit is used to indicate whether the file has been
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moved. The low ordebit represents the CrossVolumeMoveFlag which has a valliéf@it any time
the file has been moved across volunassit has in this cag8b=11101). Note that the
CrossVolumeMoveFlag is not replicated in the VolumelD embedded in the link file.

In the fdlowing example of a Link File tbeiginal Target Filabove has been moved from one NTFS
volume to anotheNTFS volumen a different computer. In this case tfige is given a new file
ObjectD because it has been moved to a different computer.

Mew VolumelD New File ObjectID
a0l |00 00 00 00 00 &0 00.400-00 03 00 00 a0 58 00 0Q|--- 4" - -. ¥
Eb0 |00 00 00 00 00 62-€F T6-74 68 65 72 €5 &4 00 00| . - bovthered..
6cO|00 00 00 00 00 [46 60 A7-68 4d 58 b2 41 bd %a bL|[4- ... FoouhMO0d Bs -4
640 |11 db 08 £7 38|[3a 8 ec-e2 9f B dd 11 ae cf 00| -0-+8:2i4 -¥ -®I -
6e0 |07 e9 27 18 21|[3a 6c 1a-42 40 27 96 45 aa bd 164 &'-!:1-B@A" -E*%.
6f0 |21 72 94 df 12|fP2 la 55-50 Bl B8 dd 11 be b3 OOV B - -UP--¥-,*.
700 |Ld 08 16 &0 c9/oo o0 00-00 R

Birth File ObjectiD Birth VolumeID

If fsutil is used to query the file now the following result is seen
Object ID : 3af8ece29f88dd11aecf0007e9271821
BirthVolume ID : 3b6c1a4240279645aabd16217294df12
BirthObjectld ID : a21a55508188dd11b8b3001d091660c9
Domain ID : 00000000000000000000000000000

The new file ObjectID can be seen and the original VolumelD and ObjectID are retained as is the
CrossVolumeMoveFlag.

The above examples all relate to files that have be@vedbetween volumes; where a file has
been copied the file GbctID will be a new one and the Birth VolumelD will be the volume that the
file was copied to.

The ObijectID Structure

The ObjectIDs described above follow theiversally Unique IdentifigtJUID) specification found in
RFC 4123), arguably definedn more detail inTUT Rec. X.668).

The ObjectlIDs for the files can revéaensicallyuseful informationwhich will be discussed in detail
later.

The file ObjectID is a tireased version whichheans it is created using a system time. The time is a
60 bit time value, a count of 100 nanosecond intervals of UTC since midnight at the stdtt of 15
October 1582Usingan exampleObjectIDthe following is a breakdown according to the
specifications.
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ObjectID 01DBD30F61FCDD11B5DFO0003FF2E]
Lower order time 01DBD30+

Middle order time 61FC

High order time andersion DDI11

Variant and sequence B5DF

Node- MAC address 0003FF2E1821

The time values are in little endian ordemd taking out thezersionnumber thetime valueaboveis
01DBD30F61FCDD

This can be converteoackto the systemtime by taking away the offset between I®ctober 1582
and the FILETIME epoch 8flanuary 1601, and then using a time and date decéutefILETIME
Theoffsetis 17 Days in Oct + 30 (Nov) + 31 (Dec) + 18 years and 5 legf)day$00 nanosecond
units this is deimal57481920000000Q0

Doing this manually with a calculator

01DBD30F61FCDD(Little Endian)
01DDFC610FD3DBO01 (Big Endian)
Convert to decimal
134541057698552577
Subtract5748192000000000

128792865698552577

Convert back to hex
01C9906DD1911B(Big Endian)
and convert using a date decoder

200902-16 19:36:09

Doing the same for the Sequence
(The Variant bits (2 bits) followed by the higider bits of the Clock Sequence (6 bisyl the low
order bits of the Clock Sequence (8 Bits)

Sequere =B5DF

Binary =1011010111011111

The most significant two bits are the Variant (notaiy significance)
And the remainder is the Sequence number

11010111011111

= 1374 decimal

The sequencealueused in thegenerationof the ObjectiOs taken from the 14 lowest order bits of
the registryvaluec

HKEY_LOCAL_MACHB®ETWARHiIcrosoft RpdUuidSequenceNumber

The MAC addresssed in the Objectl» the address of the primary network card in the computer.
For systems with no MAC address a random number may be used. In the event that thia viadue
ObjectliDappears to be something other than a MAC address it may be necessary to refer to the

© HarryParsonage September 2008, Updated November 2009



detail of the specifications aseveralalternative values to thtMAC address may be used for this part
of the ObjectID.

| have discussed just a few of the lesser well known parts of the link file but there is a lot more
information contained withinevery link file Microsoft has made the structure of the link file
avalable as part of the MSDN Open Specificatigf)s.

How can all this information help me in the examination of a computer?

The firstconsideration is how to extract the information from the link files. It may be manageable t
manually decode a small number of link files but if you want to recover information from all the link
files on a computer thean automated process will be required. Your forensic software will probably
be able to extract the main details such as filthp&olume name and volumeerial number of the
target file, but to get maximum value from the link files you may need more.

{IYRSNE2Y C2NBYy ai@aicajvailigkifilestfron [BskY oluiNGFaId&l/Exicase
Image and parse out the details contained within the link file (times and dates, paths, etc) and also
decode ObjectIDs presenting the MAC address, time and sequence number.

There is an Enscript available from the Guidance Enscript Resource @¢winech extracts
ObjectIDs from the MFT and reports thate, sequence, MAC addresssociated filenamand MFT
recordof each ObjectIlDA sample output from this script is shown belqw

——————————— Case: MyTestCase

28/Sep/09 07:03:29 Seq: 1944 Mac:BB56-CG00-08 (Entry: MyTestCagdyDrivelmageComputerTriage.doc FilelD: 38)
28/Sep/09 07:03:29 Seq: 1944 Mac:-8B56-CG00-08 (Entry: MyTestCadgdyDrivelmageéComputerTriage.docx FilelD:)39
28/Sep/09 07:03:29 Seq: 1944 Mac:BB56-CG00-08 (Entry: MyTestCagdyDrivelmagel2345.bomp FilelD: 40)
28/Sep/09 07:03:29 Seq: 1944 Mac:BB56-CG00-08 (Entry: MyTestCagdyDrivelmagel23456.bmp FilelD: 41)
28/Sep/09 07:03:29 Seq: 1944 M&6-50-56-CG00-08 (Entry: MyTestCasdyDrivelmagel234567.bmp FilelD: 35)
28/Sep/09 07:03:29 Seq: 1944 Mac:BB56-CG00-08 (Entry: MyTestCagdyDrivelmagéScan 004.jpg FilelD: 36)
28/Sep/09 07:03:29 Seq: 1944 Mac:BB56-CG00-08 (EntryMyTestCaseMyDrivelmaggscreenshot.omp FilelD: 37)

Perhaps you have a loose hard drive and you want to identify which computer it was installed in.

The presence of MAC addresse®ibjectlDs can be a useful forensic artefact in cases where it is
necessary to identify the originating computer of loose hard drives, or identify periods when a hard
drive has been moved between computers.

If the file systenis NTFS then thelectiDin the link fileswill contain a MAC address from which
youmaybe able to identify the computer that the hard drive was connected to.

If you suspect the hard drive was moved between computegain you might be able to identify the
periods during which ivas in different computers from the MAC aeédses in the ObjectIDs.

It is interesting to note that the MAC addrassthe ObjectlDwill generally be that of the primary

network card; however other MAC adibses have been observdeor example when a mobile

phone (Windows Mobile OS) is connected to the host computer via Active Sync the MAC address of
the phone has been observed to be used in the creation of the ObjectIDs rather than that of the
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K2a0Qa ySiihthédasebfR Wintio@&sNJbbile devitetMAC address is one provided by
the Active Sync softwarand it will commonly b&0:00:60:0F:E8:00The MAC address of a VMware
Virtual Ethernet Adapter has also been found in Objectl§<€0:50:56:C0:00:080:50:56is one of
severalOrganizationallyJnique Identifies registered to VMware which can be found in the public
listingg10)). So finding a MAC address other than that of the host computer does not necessarily
place the hard drive in another computer.

Perhaps yowsuspect the computer clock has been tampered with.

In pre-Vista Windows OS¢ sequence numbers within the Objd28 will enable you to put the link
files in chronological order and if the dates and times are anomal@i®muld become apparent

In WindowsXP the UuidSequenceNumber is incremented at system bootasoasevhere the
system clock habeen altered and moved backwardsdaforwards the sequence value migletveal
that, and indicate the order in which some files were originally accessed.

The followingscreenshot showpart of the information carved from a number of link files. It shows
the RemainingPathNameé&jleObjectID, and the Date and Sequence decoded from the ObjéctID.
can be seen that the sequence numbarein correspondingorder with the dates.

F A=

RemainingPathName ~ |FileObjectID - (Date - [MAC - Sequence ~|
Program Files\Sophos'Sophos Anti-Virus\Sophos Anti-Virus, URL 5098FA1931BADC11B5AADD03FF2E1821 |03/01/2008 19:21 00:03:FF:2E:18:21 13738
Program Files\Sophos'Sophos Anti-Virus\SavMain.exe 5198FA1931BADC11B5AADD03FF2E1821 |03/01/2008 19:21 00:03:FF:2E:18:21 13738
Program Files\Sophos\AutoUpdate \ALMon . exe 5298FA1931BADC11B5AADD03FF2E1821 |03/01/2008 19:21 00:03:FF:2E:18:21 13738
Program Files\MSN Messenger imsnmsgr.exe T17E47FF742BADC11B5AB0003FF2E1821 | 03/01/2008 21:29 j00:03:FF:2E:18:21 13739
Program Files\Yahoo! Messenger Yogsinetwork_user.log D1DC28CY24FCDC11B5C30003FF2E1821 | 27/03/2008 17:39 00:03:FF:2E:18:21 13763
splashw.bmp BOFCO7638847DD11B5C90003FF2E1821  |01/07/2008 16:11 [00:03:FF:2E:18:21 13769
MNAS_Configuration. html B1FC07538847DD11B5C90003FF2E1821  |01/07/2008 16:11 [00:03:FF:2E:18:21 13769
Program Files{TrueCryptiTrueCrypt.exe 300B1627DB4DDD 11B5CBO003FF2E1821 | 09/07/2008 17:19 00:03:FF:2E:18:21 13771
Program Files{TrueCryptiTrueCrypt Setup.exe 310B1627DB4DDD 11B5CBO003FF2E1821 | 09/07/2008 17:19 00:03:FF:2E:18:21 13771
Documents and Settings‘user\Application Data{TrueCrypt\Configuration. xml 340B1627DB4DDD 11B5CBO003FF2E1821 | 09/07/2008 17:19 j00:03:FF:2E:18:21 13771
Documents and Settings‘user\Desktop\FTK Imager \FTK Imager.exe CO178F90BE51DD11B5CD0003FF2E1821 | 14072008 16:04 j00:03:FF:2E:18:21 13773
Documents and Settings'user My Documents\My Pictures'\110.jpg C2178F90BES1DD11B5CO0003FF2E1821 | 14/07/2008 16:04 j00:03:FF:2E:18:21 13773
Documents and Settings‘user\Desktop\FTK Imager \FTK Imager.exe CO178F90BE51DD11B5CD0003FF2E1821 | 14072008 16:04 j00:03:FF:2E:18:21 13773
Documents and Settings'user\DesktopContents Table Recent3. txt 844A06F6627FDD 11B5D30003FF2E1821 | 10/09/2008 18:04 J00:03:FF:2E:18:21 13779

The decoded dateepresentsthe system date and time when the computer was booted at the start
of that session in which the ObjectID was created, that date will remain the same in all ObjectIDs
created during that boot session. In tkame way the sequence value will remain the same in that
session.

If the computer clock had at some time been changed to an earlier date the sequence value would
incrementwhen next rebootedut the date embedded in any ObjectID created wdakdout of
synchronisation. This is shown in the example below.

RemainingPathMName - |FileObjectID ~ (Date | MAC [ Sequence| ~|
Program Files\Sophos\Sophos Anti-Virus\Sophos Anti-Virus, URL 5098FA1931BADC11B5AAD003FF2E1821 |03/01/2008 19:21 | 00:03:FF:2E:18:21 13738
Program Files\Sophos\Sophos Anti-Virus\SavMain. exe 5198FA1931BADC11B5AAD003FF2E1821 |03/01/2008 19:21 | 00:03:FF:2E:18:21 13738
Program Files\Sophos\AutolUpdate\ALMon, exe 5298FA1931BADC11B5AAD003FF2E1821 |03/01/2008 19:21 | 00:03:FF:2E:18:21 13738
Program Files\M5N Messenger msnmsgr.exe 717E47F742BADC11B5AB0003FF2E1821  |03/01/2008 21:29 | 00:03:FF:2E:18:21 13739
Program Files'fahoo! WMessengerYogsnetwork_user.log D1DC23C924FCDC11B5C30003FF2E1821 |27/03/2008 17:39 | 00:03:FF:2E:18:21 13763
splashw.bmp BOFCO7638847DD 11B5C90003FF2E1821  |01/07/2008 16:11 | 00:03:FF: 2E:18:21 13759
NAS_Configuration.html B1FC07638847DD 11B5C90003FF2E1821  |01/07/2008 16:11 | 00:03:FF: 2E:18:21 13759
Program Files TrueCrypt\TrueCrypt.exe 300B1627DB4DDD 11B5CBO003FF2E1821 {|09/02/2008 17:19 | (j0:03:FF: 2E:18:21 13771
Program FilesTrueCrypt\TrueCrypt Setup.exe 310B1627DB4DDD 11B5CBO003FF2E1821 | |09/02/2008 17:19 | 00:03:FF:2E:18:21 13771
Documents and Settings\user\Application Data\TrueCrypt\Configuration. xml 340B1627DB4DDD 11B5CBO003FF2E1821 | |09,/02/2008 17:19 | 0:03:FF: 2E:18:21 13771
Documents and Settingsuser\Desktop\FTK Imager \FTK Imager. exe C0178F90BES1DD11B5CD0003FF2E1821 | 14/07/2008 16:04 | 00:03:FF:2E:18:21 13773
Documents and Settings‘user My Documents My Pictures'110.jpg C2178F90BES1DD11B5CD0003FF2E1821 | 14/07/2008 16:04 | 00:03:FF:2E:18:21 13773
Documents and Settings‘user\Desktop\FTK Imager \FTK Imager . exe C0178F90BES1DD11B5CD0003FF2E1821 | 14/07/2008 16:04 | 00:03:FF:2E:18:21 13773
Documents and Settingsuser\Desktop\Contents Table Recent3. txt 844A06F6627FDD 11850 30003FF2E 1821 le,.'DQ,.’ZDDS 18:04‘ 00:03:FF:2E:18:21 13779
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